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Abstract: The rapid expansion of online pharmacy platforms has fundamentally transformed how patients access
prescription medications, offering unprecedented convenience, reduced costs, and broader geographic reach.
However, this digital transformation has simultaneously introduced complex and evolving challenges around data
privacy, identity fraud, unauthorized access to protected health information, and Al-enabled cybersecurity threats
(Kotz et al., 2016). These challenges function as measurable barriers to patient adoption and sustained platform
use, particularly among elderly and chronically ill populations who depend most critically on reliable medication
access.

This study investigates the relationship between data security architecture and digital trust in online pharmacy
environments through the development and evaluation of the Secure E-Pharmacy Trust Framework (SEPTF). The
SEPTF integrates three core security modules: Al-Resistant Authentication using biometric liveness detection, a
Dynamic Consent Engine built on the User-Managed Access (UMA) protocol, and Distributed Secure Storage
implemented via Shamir's secret sharing scheme (Shamir, 1979).

The evaluation drew upon three datasets: 50,000 synthetic patient profiles representing diverse demographic and
clinical subgroups; 1,000 simulated authentication events including four categories of Al-generated deepfake
credential attempts; and trust assessment questionnaires completed by 500 beta participants before and after a
four-week interaction period with the instrumented SEPTF platform.

The pre-intervention period, SEPTF participants showed a significant increase in overall trust in data privacy (from
4.2 to 7.8 on a ten-point scale, with p < 0.001).Throughout the project, all four modules have been critically....
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evaluated for both their functionality and real-world practicality. At the time of the final evaluation, our module,
Al-Resistant Authentication, demonstrated a deepfake detection rate of 97.3%, falling within the required range
for the 3.0% False Acceptance Rate (FAR) operational threshold. The Dynamic Consent Engine achieved a 38%
revocation rate for insurance-related data-sharing requests, demonstrating that patients actively exercise their data
sovereignty through the NHS App. This level of engagement and autonomy offers a strong foundation on which
to build further functionality in the future. Distributed Secure Storage met the 500-millisecond latency threshold
under moderate load conditions (334ms average at 500 concurrent users) but exceeded this threshold at 2,500
concurrent users, identifying scalability as the primary technical limitation for high-traffic deployment scenarios.
The study concludes that rigorous data security infrastructure, when made transparent and controllable to users,
constitutes a measurable and statistically significant driver of patient trust, platform loyalty, and continued
healthcare engagement. These findings establish that cybersecurity investment in digital health platforms is not
merely a regulatory obligation but a concrete determinant of long-term platform sustainability and patient

outcomes..
Keywords: Digital Trust, Online Pharmacy, Data Security, Deepfake Detection, Biometric Authentication, User-
Managed Access, Secret Sharing, SEPTF, Healthcare Cybersecurity, Patient Privacy.

INTRODUCTION

Digital healthcare has entered a period of rapid and irreversible transformation. Online
pharmacy platforms now function as critical infrastructure for medication access, particularly in the
aftermath of the global pandemic, which dramatically accelerated patient adoption of telehealth and
remote prescription services (Eysenbach, 2001; Hale et al., 2015). These platforms offer significant
advantages: geographic convenience, reduced transaction costs, improved medication adherence
monitoring, and expanded access for patients in rural or underserved regions. Yet their growth has
been constrained by a persistent and well-documented barrier: patient distrust of digital health
environments (Gefen et al., 2003; McKnight et al., 2002).

Trust is an essential component of digital pharmacies. For instance, the issue of trust online is
characterized by the fact that patients must trust the pharmacy with their personal information, he or
she must trust that the identity verification systems are not being manipulated, that their pharmacy
records will not be sold to spammers or other commercial entities, and not only that that the service
provider has invested in the important steps to implement security (which tend to be more expensive
and harder to achieve than superficial compliance), but also that those steps are visible and explained
to them in convincing terms. Failure in any one of these areas causes the patient to avoid online
pharmacy services and use traditional services instead, forgoing their efficiency.

The threat landscape facing online pharmacies has grown substantially more sophisticated in
recent years. The proliferation of Al-generated synthetic media, commonly referred to as deepfakes,
has created new and highly credible vectors for identity fraud. Generative Adversarial Networks
(GANSs) can now produce facial video and voice synthesis of sufficient realism to deceive conventional
biometric systems, enabling unauthorized account access and fraudulent prescription requests (Popa
et al., 2025; World Health Organization, 2021). Simultaneously, commercial data brokers and insurance
intermediaries have developed aggressive data acquisition practices that exploit opaque consent
mechanisms to aggregate patient medication histories without meaningful patient awareness (Westin,
1967; Dinev & Hart, 2006).

The objective of the present study is to solve two research problems. The first is to analyse the
correlation between the advanced security architecture and trust in online health service, and secondly,
examine whether Secure E-Pharmacy Trust Framework (SEPTF) meets the operational requirement to
improve the Trust experience. The SEPTF, which is focusing on authentication, consent management
and storage security aims to minimise the risk of using online health service, given that it is technically
impossible to design a security control specific to the integrated threat vectors of online health service.

The remainder of this paper is structured as follows. Section 2 presents the research objectives.
Section 3 describes the research methodology and dataset construction. Sections 4 through 8 present
detailed analysis results for each SEPTF module and the user trust assessment. Section 9 provides a
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comprehensive discussion of findings in the context of the broader literature. Section 10 presents the
conclusion, limitations, and future research directions. References follow.

Research Objectives

This study was designed to address five interrelated research objectives, each corresponding to
a distinct dimension of the SEPTF evaluation:

To examine the impact of data security mechanisms on digital trust in online pharmacy
platforms, with specific attention to which trust dimensions respond most strongly to security
improvements.

To evaluate the operational effectiveness of the Al-Resistant Authentication module against a
controlled corpus of Al-generated deepfake credential attempts, measuring detection accuracy and
false acceptance rates across four distinct deepfake categories.

To assess the influence of user-managed dynamic consent mechanisms on patient data control
behaviors, consent decision patterns, and their contribution to measurable trust improvements.

To benchmark the performance of Distributed Secure Storage implemented via Shamir's secret
sharing scheme against defined latency thresholds across multiple concurrent user load scenarios.

To measure and quantify changes in patient digital trust across five standardized dimensions
before and after a four-week interaction period with the fully instrumented SEPTF platform.

These objectives collectively address the foundational question of whether the SEPTF
architecture can simultaneously achieve technical security efficacy and measurable improvement in
patient-reported digital trust — demonstrating that security and usability are complementary rather
than antagonistic system properties.

Research Methodology
3.1 Research Design

This study used quantitative data collection strategies and three data sets developed for the
SEPTF study to refine and compare the operational pharmacy platform'’s trust score and authentication
performance to settings with no operational pharmacy platform.

The evaluation framework was designed around three analytical domains: authentication
security testing, consent interaction analysis, and user trust measurement. These domains correspond
directly to the three functional modules of the SEPTF. Statistical significance was assessed using paired-
sample t-tests for trust score comparisons, with a significance threshold of p < 0.001. Performance
benchmarks were evaluated against pre-defined operational thresholds established in the SEPTF
evaluation protocol.

3.2 Dataset Construction

The primary dataset (SEPTF-DB v1.0) consisted of 50,000 unique synthetic patient profiles
generated using probabilistic sampling calibrated to national pharmacy utilization statistics. Each
profile contained a patient identifier, age group classification (18-34, 35-54, 55-74, 75+), regional
classification (urban, suburban, rural), chronic condition burden (0, 1, 2, or 3+ conditions), monthly
prescription order volume, and a baseline digital trust score on a ten-point scale collected before SEPTF
deployment. This dataset provided the demographic baseline against which post-SEPTF trust
improvements were measured and segmented.

The authentication test corpus comprised 1,000 simulated deepfake credential injection events
distributed across four categories: GAN-generated facial video (400 events), voice-cloned audio
synthesis (350 events), hybrid audio-visual deepfake composites (150 events), and adversarially
perturbed biometric images (100 events). Authentic test account credentials were interleaved
throughout the test period to produce a realistic traffic mixture and prevent classifier overfitting. Events
were injected over a seven-day window to simulate continuous operational exposure.
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The trust assessment dataset comprised 500 beta participants who interacted with the fully
instrumented SEPTF platform over a four-week evaluation window. Each participant completed a
standardized digital trust questionnaire at the start and end of the evaluation period, providing pre-
and post-SEPTF scores across five trust dimensions: perceived data confidentiality, perceived control
over health data, trust in identity verification, platform loyalty likelihood, and confidence that Al
threats are being actively mitigated.

3.3 Statistical Analysis Approach

Descriptive statistics were computed for all quantitative variables including trust dimension
scores, authentication detection rates, consent decision distributions, and system latency
measurements. Pre- and post-SEPTF trust scores were compared using paired-sample t-tests to assess
statistical significance of observed improvements.

Synthetic Patient Profile Analysis
4.1 Dataset Overview and Demographic Distribution

The SEPTF-DB v1.0 dataset of 50,000 synthetic patient profiles was constructed to represent the
full spectrum of pharmacy service users across age, region, and clinical complexity. The dataset
captures four key patient segments that differ systematically in their prescription usage patterns and
baseline digital trust levels. Understanding these baseline differences is essential for interpreting the
heterogeneous responses to SEPTF implementation observed across demographic subgroups.

The dataset reveals a clear and consistent inverse relationship between patient age and baseline
platform trust score. Patients in the 18-34 age cohort recorded a mean pre-SEPTF trust score of 6.4 out
of 10, reflecting relative familiarity with digital platform security conventions and general comfort with
online service interactions. In contrast, patients aged 75 and older recorded a mean baseline trust score
of only 2.9 out of 10, indicating a state of widespread distrust that significantly constrains this
population's engagement with online pharmacy services.

This age-trust disparity is particularly significant given the inverse relationship between age and
prescription volume. Patients in the 75+ cohort place an average of 12.5 prescription orders per month,
more than four times the 2.8 orders per month recorded by the youngest cohort. Elderly patients are
therefore simultaneously the most dependent on pharmacy platform reliability and the most distrustful
of the digital environments through which they must access their medications. This paradox represents
a critical design constraint for the SEPTF: security measures that reduce access friction for elderly users
are not merely convenience improvements but functional prerequisites for safe and consistent
medication adherence.

Patients carrying three or more chronic conditions — a segment heavily overlapping with elderly
age groups — record mean monthly prescription volumes of 11.8 orders, representing the highest
transaction intensity of any patient subgroup. This segment also represents the highest value for
platform retention and the highest security risk profile, as fraudulent access to their comprehensive
prescription histories could enable both identity theft and dangerous medication manipulation. These
patients are therefore the primary target population for the SEPTF's Distributed Secure Storage and
Dynamic Consent modules.
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Table 4.1 — Representative sample records from the 50,000-profile Synthetic Patient
Database (SEPTF-DB v1.0), illustrating the demographic segmentation and baseline trust score

distribution used as the evaluation baseline.

Patient ID | Age Group | Region | gﬂ:::lliliicons g[:dlzlzly Rx ;l“(;‘;lst Score (0-
P-00001 18-34 Urban 0 3 5.2
P-00002 35-54 Suburban 1 6 6.8
P-00003 55-74 Rural 2 9 4.1
P-00004 75+ Urban 3+ 12 3.0
P-00008 75+ Rural 3+ 14 2.6
P-00009 18-34 Suburban 0 4 6.3
P-00010 35-54 Urban 1 5 7.1

Al-Resistant Authentication: Deepfake Detection Analysis

5.1 Authentication Event Log and Detection Performance

The Al-Resistant Authentication module represents the first line of defence against identity fraud
in the SEPTF architecture. To evaluate its operational effectiveness, a controlled simulation injected
1,000 synthetic deepfake-generated credential attempts into the SEPTF authentication pipeline over a
seven-day period. The test corpus was stratified across four deepfake categories reflecting the current
threat landscape: GAN-generated facial video (the most numerically dominant attack vector), voice-
cloned audio synthesis, hybrid audio-visual composites (the technically most sophisticated category),
and adversarially perturbed static biometric images.

The authentication pipeline deployed a biometric liveness detection engine as its primary
deepfake countermeasure (Popa et al., 2025). Liveness detection operates by analyzing micro-
movement patterns, reflective light responses, and physiological signals embedded in real biometric
submissions that cannot be faithfully replicated by synthetic media generation processes. This approach
is architecturally superior to static template matching systems because it evaluates the dynamic
authenticity of a credential submission rather than merely comparing it against a stored reference
pattern.

The event log confirmed that the biometric liveness detection engine correctly flagged deepfake
attempts in real time with a modal decision latency of under two seconds per event. Critically, the
system produced no false positives for authentic biometric submissions during the test period,
preserving a seamless user experience for legitimate patients while maintaining active blocking of
synthetic credential fraud. This zero false-positive rate against authentic submissions is a key usability
requirement: authentication systems that impose excessive friction on legitimate users create barriers
to medication access that may ultimately outweigh their security benefits.
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Table 5.1 — Representative sample records from the Authentication Event Log (1,000

simulated deepfake injection events). Al Detection Flag and Outcome columns indicate the

liveness module's real-time classification and authorization decisions.

I
EventID Timestamp Auth Method Tl;l;l;t Al Detection Flag Outcome
EVT- 2025-03-01 Biometric Video DEEPFAKE Rejected
0001 08:12 Liveness DETECTED
EVT- 2025-03-01 Biometric Audio DEEPFAKE Rejected
0002 08:15 Liveness DETECTED
EVT- 2025-03-01 Biometric Video AUTHENTIC Approved
0003 08:23 Liveness
EVT- 2025-03-01 Password + NJ/A N/A Approved
0004 08:41 MFA
EVT- 2025-03-01 Biometric Audio DEEPFAKE Rejected
0005 09:02 Liveness DETECTED
EVT- 2025-03-01 Password + N/A N/A Rejected (OTP)
0007 09:30 MFA
EVT- 2025-03-07 Biometric Audio DEEPFAKE Rejected
1000 17:59 Liveness DETECTED

5.2 False Acceptance Rate Analysis by Deepfake Category

Table 5.2 presents the aggregated False Acceptance Rate results across all four deepfake
categories. An overall detection rate of 97.3% was achieved, corresponding to a FAR of 2.7% against the
3.0% operational certification threshold. The GAN-generated facial video category, which represented
the largest share of the test corpus at 400 events, achieved a 97.8% detection rate with 9 falsely accepted
events. Voice-cloned audio and adversarially perturbed images both achieved 98.0% detection rates,
demonstrating particular robustness against these single-modality attack vectors.

The most technically challenging attack category was the hybrid audio-visual deepfake, which
achieved a detection rate of only 94.0% — the weakest performance in the evaluation. This finding is
consistent with the broader academic and industry literature on deepfake countermeasures: combined-
modality synthetic media generation places higher demands on liveness detection algorithms because
inconsistencies that might be detectable in either video or audio alone can be masked through the fusion
of both. The 150 hybrid events generated 9 false acceptances, representing 33% of all 27 falsely accepted
events despite constituting only 15% of the test corpus.

The 27 events that were falsely accepted across all categories have been retained in the SEPTF
adversarial retraining dataset. These events provide targeted training signal for improving liveness
classifier performance specifically against the hybrid audio-visual threat vector, which represents the
highest-priority area for authentication module improvement in future SEPTF iterations.
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Table 5.2 — Aggregated False Acceptance Rate (FAR) results across all four deepfake
categories. The operational FAR threshold of 3.0% was established in the SEPTF certification

protocol.
Total Correctly Falsely Detection
Deepfak
eepfake Category Injected Rejected Accepted | Rate

GAN-Generated 400 391 9 97.8%
Facial Video

Cloned Audio (Voice 350 343 7 98.0%
Synthesis)

Hybrid Audio-Visual 150 141 9 94.0%
Deepfake

Adversarially 100 98 2 98.0%

Perturbed Images

TOTAL 1,000 973 27 97.3%

Dynamic Consent Engine: UMA Access Control Analysis

6.1 Consent Interaction Patterns and Behavioral Findings

The Dynamic Consent Engine represents the SEPTF's primary mechanism for delivering data
sovereignty to patients. Built as a protocol extension on top of OAuth 2.0 via the User-Managed Access
(UMA) standard (Bandara et al., 2020), the engine generates a granular access decision record for every
data-sharing request submitted to the SEPTF platform. Unlike conventional consent architectures that
require patients to agree to broad data-sharing permissions at the point of account registration, the
UMA model presents each data access request individually at the time it occurs, specifying the
requesting entity, the precise data scope requested, and the temporal bounds of the requested access.

The consent interaction log captures 500 beta users' engagement with the consent interface over
the four-week evaluation window. Analysis of this log reveals three behavioral patterns of particular
significance to the study's research objectives.

A marked variation in revocation rates among the different requester types is the first, and most
serious, pattern observed. A study of insurance provider requests (InsureCo Ltd.) shows that 38% of all
requests received were revoked, while only 6% of all requests from treating physicians were revoked.
The differing revocation rates between insurance providers and treating physicians cannot be
attributed to differences in the data scope of the requests because, often, insurance providers will
request access to the same medication lists as those requested by treating physicians. Rather, the
difference in revocation rates can be attributed to patients' perceptions of the legitimacy and relevance
of the requesting entity. Patients appear to make a clear distinction between data sharing for the
purpose of clinical care (which they tend to support) versus data sharing for commercial (Xu et al., 2011;
Bandara et al., 2020). This finding validates a central claim of the paper: that patients have meaningful
privacy preferences that conventional opaque consent mechanisms systematically fail to capture and
respect.

Another important behaviour pattern is the average length of time taken to make consent
decisions. The average amount of time to make consent decisions over all of the interactions was 18.4
seconds, which is much shorter than many individuals” expectations. Previous studies have shown that
people often cite "consent fatigue" as a reason for being opposed to having more granular architectures
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for consent. Participants did not simply reflexively grant consent upon request; they thought about
what they would decide when making a consent decision. In particular, requests for consent from
trusted healthcare providers required that people who consented understand what the purpose of the
data was in the clinical context. Therefore, the deliberative pattern of engagement in this case would
indicate that having a well-designed interface for providing consents does not create "fatigue" with the
consent process; instead, it focused the individual on "meaningful” decisions

The third pattern concerns the behavior of users when faced with requests from unknown or
unverifiable entities. User U-00107, presented with a full profile access request from an unknown
requester, reached a revocation decision in just 4 seconds — the fastest decision in the entire log. This
finding indicates that transparent requester identification is not merely a compliance feature but a
powerful behavioral cue that empowers users to detect anomalous access attempts and respond
decisively. The speed of rejection in the face of ambiguous requester identity suggests that patients
maintain an active security orientation toward their health data when provided with the information
needed to exercise it.

Table 6.1 — Sample UMA Consent Engine interaction log (representative records from 500
beta users). 'Modified' decisions indicate partial access grants; 'Revoked' includes both initial

denials and subsequent withdrawals of prior grants.

User Session Time fo
Data Requester = Access Scope Decision | Decision
Date

(sec)
U- 2025-03- Dr. Patel - Cardiac Rx  Granted 14
00101 05 Cardiology History
U- 2025-03- InsureCo Ltd. Full Medication Revoked 8
00102 05 List
U- 2025-03- PharmChain Anonymized Granted 6
00104 06 Analytics Usage
U- 2025-03- Dr. Patel - Cardiac Rx Modified 45
00106 07 Cardiology History
U- 2025-03- Unknown Full Profile Revoked 4
00107 08 Requester
U- 2025-03- Dr. Lee - Oncology Rx Granted 19
00108 08 Oncology History

Distributed Secure Storage: Cryptographic Latency Benchmarks
7.1 Secret Sharing Performance Analysis

The Distributed Secure Storage module addresses a fundamental vulnerability in conventional
healthcare data architectures: the concentration of complete patient records in a single accessible
repository. Conventional encryption approaches, while providing protection against external breach
attempts, require that data be fully decrypted at the point of computation — creating a window of
exposure during which complete medication histories are accessible in plaintext to any process or actor
with computational access to the decryption key. This decrypt-compute-re-encrypt cycle represents a
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significant insider threat and unauthorized access vulnerability in high-sensitivity healthcare
environments.

The SEPTF Distributed Secure Storage module addresses this vulnerability through Shamir's (k,
n) threshold secret sharing scheme (Shamir, 1979). Under this architecture, a patient's medication
history is mathematically partitioned into n cryptographic shares, distributed across n independent
storage nodes, such that the original data can only be reconstructed when a minimum threshold of k
shares are presented simultaneously. Critically, the drug-interaction computation required at the
pharmacy checkout stage can be performed directly on the secret shares without requiring full plaintext
reconstruction, eliminating the decrypt-compute-re-encrypt exposure window entirely.

Latency is a major operational concern regarding the practical functioning of this architecture.
User frustration and cart abandonment is the result of checkout experiences that take more than 500
milliseconds to respond as determined by usability research. As a result, the SEPFT identified that 500
milliseconds is the benchmark for the acceptable amount of time to compute drug-interaction
information in the method of the architecture design. Additionally five load scenarios along with three
encryption configurations were evaluated in order to produce a measurable comparison of the trade-
offs involved when implementing a secret-sharing based drug interaction calculator.

At 500 concurrent users — representing the expected moderate-load operational profile for a
mid-sized online pharmacy — the 3-of-5 configuration achieved an average latency of 334 milliseconds,
with 95th-percentile response times of 488 milliseconds. Both measurements fall within the 500-
millisecond operational threshold, confirming that secret sharing is viable for moderate-traffic
pharmacy deployments. The latency overhead relative to standard AES-256 encryption is 136
milliseconds on average — a 69% increase that represents the cost of the distributed computation
architecture, but one that remains operationally acceptable.

Performance degraded significantly at higher concurrency levels. At 1,000 concurrent users the
average latency of 412 milliseconds remained technically within the threshold, but 95th-percentile
latency at 521 milliseconds marginally exceeded it, indicating that peak-hour traffic on a larger platform
would generate a meaningful proportion of above-threshold response times. At 2,500 concurrent users,
average latency surged to 687 milliseconds and 95th-percentile latency exceeded one full second,
confirming that the current secret sharing implementation is not horizontally scalable without
algorithmic or infrastructure optimization.

The 4-of-7 configuration, offering a higher security threshold at the cost of additional
computational overhead, already produced marginal performance at 500 users (421ms average, 591ms
95th percentile) and failed the threshold at 1,000 users. This configuration is not currently viable for
standard pharmacy deployment but remains architecturally valuable for highest-sensitivity data
subsets such as controlled substance histories.

The prototype homomorphic encryption implementation, representing the study's proposed
direction for future research, produced average latencies of 1,240 milliseconds even at 500 concurrent
users. While homomorphic encryption would offer superior privacy guarantees by enabling
computation on encrypted data without any form of decryption, the current implementation requires
substantial algorithmic optimization before it can meet the 500-millisecond operational threshold. This
represents the single most important technical research priority identified by the SEPTF evaluation.
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Table 7.1 — System latency benchmarks across encryption modes and concurrent user loads.

Target threshold is 500ms for drug-interaction computation at the pharmacy checkout stage.

A
. Concurrent V8 95th . Target Met
Test Scenario Latency @ Percentile
Users (<500ms)
(ms) (ms)
Baseline (No 500 87 143 YES 0
Encryption)
Standard AES- 500 198 312 YES 0
256
Secret Sharing 500 334 488 YES 2
(3-0f-5)
Secret Sharing 1,000 412 521 MARGINAL 7
(3-of-5)
Secret Sharing 2,500 687 1,024 NO 34
(3-of-5)
Secret Sharing 500 421 591 MARGINAL 1
(4-of-7)
Secret Sharing 1,000 598 834 NO 19
(4-of-7)
Homomorphic 500 1,240 2,100 NO 0
(Prototype)

User Trust Assessment: Pre- and Post-SEPTF Analysis

8.1 Trust Questionnaire Design and Administration

The user trust assessment constitutes the central empirical contribution of the SEPTF evaluation.
The standardized digital trust questionnaire was administered to all 500 beta participants at the
beginning and end of the four-week evaluation period, capturing pre- and post-SEPTF scores across
five dimensions specifically designed to reflect the trust constructs most relevant to online pharmacy
usage. The dimensions were selected to be both theoretically grounded — drawing on established
health information technology trust frameworks (McKnight et al., 2002; Gefen et al., 2003) — and
operationally specific to the SEPTF's three functional modules.

The five trust dimensions were: Perceived Data Confidentiality (reflecting the authentication and
storage modules); Perceived Control Over Health Data (reflecting the consent module); Trust in
Identity Verification Process (reflecting the authentication module); Likelihood to Continue Using
Platform (a behavioral intention measure reflecting overall trust); and Confidence that Al Threats are
being Actively Mitigated (reflecting awareness and appreciation of the deepfake detection system). A
sixth measure, Ease of Consent Management, was collected post-SEPTF only, as this dimension was
not measurable prior to consent module deployment.
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8.2 Trust Score Results and Statistical Significance

The results of the pre- and post-SEPTF trust assessment demonstrate substantial and statistically
significant improvements across all five dimensions, with every improvement significant at the p <
0.001 level. The magnitude and pattern of these improvements provide detailed insight into which
aspects of the SEPTF architecture drive the strongest trust responses.

The improvement experienced in the area of perceived control over health data was the largest
in terms of absolute score. Prior to implementation of the SEPTF, the mean score associated with
perceptions of control over access to health data was 3.8. Following the implementation of SEPTF, the
mean score associated with perceptions of control over access to health data improved to 8.1. This
absolute score improvement of 4.3 points reflects a 113% relative change and is attributable, in large
part, to the Dynamic Consent Engine, which provided participants with explicit, real-time visibility and
control over their medication dataset's sharing decisions. The magnitude of this score improvement
indicates that the absence of effective consent mechanisms was the predominant reason patients were
dissatisfied with traditional online pharmacies. When patients are provided with transparent consent
mechanisms, their sense of data ownership dramatically increases.

The lowest pre-SEPTF score was recorded in regard to the dimension of confidence that artificial
intelligence threats are being effectively addressed. Confidence in Al threats was rated 3.1 on a 10-point
scale. Following implementation of the SEPTF, this score increased to 6.9, reflecting a 123%
improvement. The reason for this substantial improvement appears to stem from the visibility of the
measures used to secure authentication and the ability to communicate the deepfake detection
capabilities to users; these two practices were not performed by conventional security architectures,
and therefore, no measurable anxiety reduction was experienced by users of these systems.

The Likelihood to Continue Using Platform score rose from 5.1 to 8.4, an increase of 3.3 points that
carries direct commercial significance. At 5.1 out of 10, the pre-SEPTF platform loyalty score reflects an
at-risk patient base: a majority of users were either uncertain about continuing or actively considering
discontinuation. The post-SEPTF score of 8.4 represents a platform cohort with strong retention intent,
demonstrating that security architecture investment translates into measurable platform loyalty — the
core business case for SEPTF-class security infrastructure.

The post-SEPTF ease-of-consent score of 6.2 out of 10 represents the one dimension where the
evaluation identified an area for improvement. While this score indicates broadly positive usability, it
falls below the 7.0 threshold that the evaluation team defined as indicative of a low-friction experience.
The modest elevation in reported friction is consistent with the inherent cognitive demand of reviewing
individual data-sharing requests. However, the scale of the +4.3-point gain in Perceived Data Control
suggests that this friction is experienced by most users as a meaningful and justified cost of genuine
data sovereignty, rather than as pointless bureaucratic overhead.

Table 8.1 — Pre- and post-SEPTF digital trust scores across all five dimensions (n = 500). All
improvements are significant at p < 0.001. The UMA consent ease-of-use score is post-deployment
only.

Pre-SEPTF
Mean

Trust Dimension

Perceived Data Confidentiality =~ 4.2/10 7.8/10 +3.6 <0.001
Perceived Control Over Health 3.8/10 8.1/10 +4.3 <0.001
Data

Trust in Identity Verification 4.9/10 7.6/10 +2.7 <0.001
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Process

Likelihood to Continue Using 5.1/10 8.4/10 +3.3 <0.001
Platform

Confidence AI Threats Are 3.1/10 6.9/10 +3.8 <0.001
Mitigated

Ease of Consent Management N/A 6.2/10 N/A N/A
(UMA)

Overall Digital Trust Score 4.2/10 7.8/10 +3.6 < 0.001

Discussion

9.1 Security Architecture as a Driver of Digital Trust

The central finding of this study — that overall digital trust increased from 4.2 to 7.8 out of 10
following SEPTF deployment — constitutes a foundational contribution to the healthcare informatics
literature on the relationship between technical security architecture and patient behavior. Trust in
digital health platforms is frequently treated in the academic and practitioner literature as a soft,
sentiment-based variable that is influenced primarily by brand reputation, user experience design, and
marketing communication (Chou et al., 2009; Al-Jabri & Sohail, 2012). The SEPTF evaluation challenges
this framing directly: the data demonstrate that trust is a measurable, architecturally improvable
property of a digital health system, responsive in quantifiable ways to specific technical investments in
security infrastructure.

The heterogeneous improvements across trust dimensions provide insight into the mechanisms
through which this effect operates. The largest single gain, in Perceived Control Over Health Data, was
driven by a specific architectural feature: the UMA Dynamic Consent Engine. This result aligns with
the theoretical framework of information control theory in privacy research, which holds that perceived
control over the disclosure of personal information is a more powerful determinant of privacy
satisfaction than the objective level of data protection applied by the receiving party (Westin, 1967;
Dinev & Hart, 2006). In simple terms: patients trust platforms more when they feel in control of their
data, regardless of how securely that data is actually protected in the background.

This finding has significant implications for platform design strategy. Security investments that
are invisible to users — such as back-end encryption key management, intrusion detection systems, or
network security controls — may provide essential protection but do not directly contribute to user
trust. Security investments that are visible, controllable, and attributable by users — such as consent
management interfaces, liveness detection notifications, and transparent security status
communications — generate trust dividends that translate directly into platform loyalty and continued
engagement. The SEPTF architecture is explicitly designed to maximize the visibility of its security
mechanisms to users, and the trust outcomes reflect this design philosophy.

9.2 The Digital Divide and Ethical Implications

The demographic analysis of baseline trust scores reveals a pattern with profound ethical
implications for the design of online pharmacy security systems. Patients aged 75 and older recorded
the lowest pre-SEPTF trust scores (mean 2.9 out of 10) and the highest monthly prescription volumes
(mean 12.5 orders per month). This combination defines a patient population that is simultaneously the
most dependent on reliable digital pharmacy access and the most alienated from the digital
environments through which that access is provided.
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This elderly user paradox represents a critical design constraint that the SEPTF architecture has
partially but not fully addressed. The 97.3% deepfake detection rate achieved by the AI-Resistant
Authentication module is technically impressive, but biometric liveness detection systems require
patients to perform specific physical actions — presenting their face to a camera, speaking a prompted
phrase, following eye movement instructions — that may impose significant access barriers for elderly
users with motor impairments, visual deficits, hearing loss, or cognitive challenges. A security system
that reduces medication access for precisely the patient population that most depends on it is not merely
a usability failure but a public health concern.

The consent management interface presents a similar tension. While the +4.3-point improvement
in Perceived Control Over Health Data confirms that patients value and respond to the UMA consent
mechanism, the 6.2 out of 10 ease-of-consent score suggests that the current interface design does not
fully accommodate the needs of users with lower digital literacy. For elderly patients who may be
unfamiliar with the concepts of data scopes, OAuth authorization flows, or the distinction between
clinical and commercial data sharing, the current interface may create confusion rather than control.
Future SEPTF iterations must prioritize adaptive interface design that can calibrate consent
presentation complexity to user literacy levels without compromising the underlying data sovereignty
the mechanism provides.

9.3 Consent Architecture and Commercial Data Practices

The 38% insurance request revocation rate documented in the consent interaction log is one of
the most practically significant findings of the SEPTF evaluation. This figure reveals that, when given
the technical capacity to scrutinize and block commercial data-sharing requests, patients exercise that
capacity actively and selectively. The 32-percentage-point gap between insurance revocation rates
(38%) and physician revocation rates (6%) demonstrates that patients make sophisticated distinctions
between data-sharing contexts based on perceived necessity and trust in the requesting entity.

This finding has important implications for the regulatory debate around healthcare data
governance (Vest & Gamm, 2010). Current healthcare data protection frameworks in most jurisdictions
rely primarily on notice-and-consent mechanisms implemented at account registration, which present
patients with lengthy terms of service documents that define broad data-sharing permissions in
advance. The SEPTF evaluation evidence suggests that this approach systematically underrepresents
patient preferences: a 38% revocation rate against insurance data requests indicates that a significant
proportion of patients would block commercial access to their medication histories if given a functional
mechanism to do so — access that is currently granted by default under conventional registration
consent models.

The behavioral evidence from the consent log also challenges the assumption that granular
consent mechanisms inevitably produce consent fatigue. The mean decision time of 18.4 seconds
indicates active and deliberate engagement with consent prompts rather than reflexive approval. The
4-second rejection of the unknown requester request demonstrates that patients maintain active
security orientation when consent interfaces provide sufficient information for meaningful decision-
making. These findings suggest that consent fatigue is primarily a product of poor interface design —
specifically, consent interfaces that fail to provide clear requester identification and scope specification
— rather than an inherent limitation of granular consent architectures.

9.4 Scalability and Technical Limitations

The latency benchmark data identify scalability as the primary technical limitation of the SEPTF
architecture in its current implementation. The failure of the 3-of-5 secret sharing configuration to meet
the 500-millisecond threshold at 2,500 concurrent users, and the marginal performance at 1,000
concurrent users, establishes clear boundaries for the platform sizes to which the current architecture
can be deployed without performance degradation.

For small to medium online pharmacy platforms — the segment most likely to adopt the SEPTF
given the competitive advantage it provides in trust differentiation — the moderate-load performance
profile is fully adequate. A pharmacy platform serving up to 500 simultaneous users during peak hours
can deploy the 3-of-5 configuration with confidence in meeting the 500-millisecond threshold.
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Platforms with larger user bases will require either algorithmic optimization of the secret sharing
computation, horizontal scaling infrastructure that distributes the computational load across additional
nodes, or adoption of the edge computing architecture proposed in the study's future research
directions.

The prototype homomorphic encryption results are best interpreted as a research indicator rather
than a current operational finding. The 1,240-millisecond average latency at 500 users confirms that
homomorphic encryption is not yet deployable in its current form, but the research trajectory in this
area is promising. Recent advances in fully homomorphic encryption (FHE) algorithm design have
produced order-of-magnitude latency reductions over the past five years (World Health Organization,
2021), and further progress toward practical healthcare deployment latency targets is anticipated within
a five-to-ten year research horizon.

Conclusion
10.1 Summary of Principal Findings

This study set out to investigate whether advanced data security architecture can produce
measurable improvements in patient digital trust within online pharmacy environments, and to
evaluate whether the SEPTF can deliver this improvement while maintaining operational viability
across its three functional modules. The evidence presented across Sections 4 through 8 provides a
definitive answer to both questions.

The SEPTF is technically viable for moderate-scale pharmacy deployments. The Al-Resistant
Authentication module achieves a 97.3% deepfake detection rate with a 2.7% FAR, within the 3.0%
operational threshold, with zero false positives against authentic credentials. The Distributed Secure
Storage module meets the 500-millisecond latency threshold at up to 500 concurrent users using the 3-
of-5 configuration. The Dynamic Consent Engine produces active and deliberate patient engagement
with data-sharing decisions, demonstrated by an 18.4-second mean decision time and differentiated
revocation behavior across requester types.

The SEPTF produces large and statistically significant improvements in patient digital trust. The
overall digital trust score increased from 4.2 to 7.8 out of 10 — an 86% relative improvement — with all
five dimensions improving significantly at p < 0.001. The largest gains were recorded in Perceived
Control Over Health Data (+4.3 points) and Confidence that Al Threats are Mitigated (+3.8 points).
Platform loyalty intent increased from 5.1 to 8.4, providing a direct commercial justification for security
architecture investment.

The relationship between security and trust demonstrated in this study confirms the study's
foundational hypothesis: digital trust is not merely a sentiment or a perception but a measurable,
architecturally improvable property of a healthcare e-commerce platform. Security investment that is
visible, controllable, and attributable by users generates direct trust dividends. Invisible back-end
security, while essential for protection, does not produce equivalent trust improvements because it does
not alter the patient's experienced relationship with their own data.

10.2 Implications for Platform Design and Policy

The study's findings carry clear implications for both online pharmacy platform design strategy
and healthcare data governance policy. At the platform level, the evidence supports a security
investment framework that prioritizes user-visible security controls — specifically consent
management interfaces and transparent authentication security communications — over purely
invisible back-end protections. Security architecture that enables patients to observe, control, and
understand how their data is being protected generates trust that translates directly into retention,
loyalty, and sustained engagement.

At the policy level, the 38% insurance request revocation rate provides compelling evidence that
current healthcare data consent frameworks systematically underrepresent patient preferences. A
regulatory environment that requires granular, real-time, purpose-specific consent for commercial data
sharing — modeled on the UMA architecture evaluated in this study — would better align platform
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data practices with the data sovereignty preferences that patients demonstrably exercise when given
the mechanisms to do so.

The elderly user findings present an immediate design and policy priority. The population most
dependent on online pharmacy services records the lowest baseline trust and the highest vulnerability
to authentication complexity barriers. Platform certification frameworks should incorporate inclusive
design requirements for authentication and consent interfaces, with explicit accessibility standards for
elderly and low-literacy user populations. The SEPTF architecture provides the security foundation for
this; the remaining work is interface and interaction design.

10.3 Limitations

Several limitations of this study warrant explicit acknowledgment. All datasets were
algorithmically synthesized for the SEPTF evaluation; no real patient data was used. While the synthetic
datasets were calibrated to match publicly reported demographic and clinical distributions, the extent
to which the trust assessment findings generalize to real patient populations interacting with deployed
pharmacy platforms requires validation through controlled field studies. The trust questionnaire was
administered to a beta participant cohort that may not represent the full range of digital literacy levels
found in the broader pharmacy-using population, potentially overstating ease-of-use metrics for
elderly and low-literacy subgroups.

The authentication evaluation was conducted in a controlled environment with a known test
corpus; operational deepfake detection performance may differ when attackers have specific
knowledge of the deployed liveness classifier and can craft adversarial inputs accordingly. The latency
benchmarks were conducted on a single evaluation infrastructure configuration; results may vary
across different cloud or on-premises deployment environments. These limitations define the scope of
the future research program outlined below.

10.4 Future Research Directions

The SEPTF evaluation identifies four priority directions for future research. First, algorithmic
optimization of the secret sharing computation layer is required to extend the 500-millisecond latency
threshold to higher concurrency levels, enabling deployment on larger pharmacy platforms.
Approaches including parallel share computation, edge computing distribution of share nodes, and
hardware acceleration for threshold cryptographic operations warrant systematic investigation.

Second, the development of practically deployable homomorphic encryption for drug-
interaction computation represents the most significant long-term technical priority. Achieving sub-
500-millisecond FHE latency would eliminate the decrypt-compute-re-encrypt exposure window
entirely, providing privacy guarantees substantially stronger than the current secret sharing
architecture.

Third, adaptive consent interface design for elderly and low-literacy user populations requires
dedicated human-computer interaction research. Interface designs that present consent decisions at
complexity levels calibrated to user literacy — without reducing the underlying granularity of consent
control — represent a key design challenge for inclusive security systems.

Fourth, real-world validation of the trust assessment findings through longitudinal field studies
with actual patient populations is essential for establishing the generalizability of the SEPTF trust
improvement results and for measuring trust trajectory over longer interaction periods than the four-
week evaluation window used in the current study.

11. Quantitative Summary Dashboard
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The following table provides a consolidated summary of the principal SEPTF evaluation

metrics, cross-referencing each module with its primary key performance indicator and evaluation

result.
SEPTF Module Primary KPI Result
Al-Resistant Authentication =~ Overall Deepfake Detection Rate 97.3% (Target: > 97.0%)
Al-Resistant Authentication = False Acceptance Rate (FAR) 2.7% (Target: < 3.0%)
Distributed Secure Storage Avg Latency at 500 Users (3-of-5) 334ms (Target: < 500ms)

Distributed Secure Storage Avg Latency at 2,500 Users (3-of-5) 687ms (Target: < 500ms)

FAILED

Dynamic Consent Engine Insurance Request Revocation Rate 38% (User Agency
Confirmed)

Dynamic Consent Engine Mean Time to Consent Decision 18.4 seconds (Active
Engagement)

User Trust Assessment Overall Digital Trust Score Change +3.6 pts (4.2 ->7.8/10)

User Trust Assessment Perceived Data Control Change +4.3 pts (Largest Gain, p <
0.001)

User Trust Assessment Platform Loyalty Likelihood Change  +3.3 pts (5.1 -> 8.4/ 10)
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